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23. Problem: (use additional Sheels if necessary)

Security s a mulli step and on going process, A basic canan of security is turn off all services or fealures that are not absalutely
neaded, Software is shipped with many services and fealures on or active by defaull stralght out of box. Some of these services
have security holes that are exploited by unserupulous people,

Tha inatd.conf file is used o start many of thess services, There is no standard configuratien foe the inetd.conf files now on any of
the supparied platforms. Senvices are running on these platforms that should be tumed off.

24. Proposed Solution: [use additional sheets if necessary)

Test a standard inetd.conf conliguration Hle for each of the supported platforms in tha YATC, The tests wil provide verification that
the sarvices that are turned off do not afect any of the COTS or custom code now running an those platformes.  Standard inetd.conf
files have been tesied in the 106G Test Cef and Funclionality Lab and all conflicts found whare commectad,

Aftach are the inetd.conl files for egch of the platforms.

25, Alternate Solutlon: (use additional sheets il necessary)
Installation of the inefd.con file & only one step in strenglhening security. Each host's security is made stronger with a smal amount
of work done on each host. Another malhod is 1o strengthen the outside of the network with a firewall that would offer protection to

| 2l the nlatforms

26, Consequences if Change{s) are nol approved: (use additional sheets if necessary) Ty -
Program Is recehing mora and more data 1o Ingest and produce products. This will alse bring more visibility to the program. Higher
yigibility attracts mare unscrupulous people. Program in fum s maore vulnerable to exphoits.
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